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Okaloosa Distance Balloting Pilot (ODBP)

Objective: Evaluate the effectiveness of remote voting 
kiosks to improve overseas voting access

• Project conceived and conducted by the Supervisor of 
Elections, Okaloosa County, Florida

• Authorized by Florida Administrative Rule 1S–2.030 
Electronic Transmission of Absentee Ballots

• Based on Scytl Pnyx secure voting system, tailored to 
meet Florida requirements

• System certified by Florida as adjunct to pollsite system
• Project managed by Operation BRAVO Foundation
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Three Overseas “Early Voting Centers”

• Staffed voting kiosks in England, Germany, Japan
• Open for 10 days 
• 94 voters participated, 93 ballots cast
• All 78 ballot styles available, 23 different styles voted
• Paper records produced for all electronic records cast
• Canvassing Board validated, decrypted, and tabulated  

electronic ballots
• Kiosk officials set up and operated kiosk systems
• Elections staff administered central office system
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UK Kiosk : Mildenhall, England
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Absentee Voting Kiosk Systems
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Voting System Security Elements

• Voter identity and eligibility verified by kiosk officials 
• Secure laptops used for voting
• Voting software verified by Florida Division of Elections
• Voted ballot signed by voter’s digital signature, then 

encrypted with Canvassing Board key
• Encrypted ballot transmitted by secure communications to 

a BS7799 certified Tier 3 secure data center for storage
• All system transactions logged in patented immutable  

system logs
• System performance validated by manual count of all 

races on 100% of paper records
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Walkthrough of Distance Balloting Process

• Daily setup of voting kiosk
• Positive identification of voter
• Correct ballot style matched to voter
• Ballot selection, confirmation, and casting
• Protecting integrity of voted ballot
• Only one ballot counted per voter
• Correct tabulation of votes
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Daily Setup of Voting Kiosk

• Kiosk worker retrieves voting CD, smartcards, and other 
controlled items from secure storage 

• Verifies authenticity of voting CD
• Connects to Okaloosa VRDB and remote voting server
• Verifies connections and correct operation of voting laptop
• Leaves voting laptop in ready state for voting
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Positive Identification of Voter

• Voter presents identification credential
• Kiosk worker looks up voter using authentication laptop 

with on–line connection to Okaloosa VRDB
• Voter Certificate is printed from VRDB
• Voter signs Voter Certificate
• Kiosk worker compares signature and authenticates voter
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Printing the Voter Certificate
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Correct Ballot Style Matched to Voter

• Kiosk worker scans bar code on Voter Certificate to record 
ballot style, voter ID, and PIN data on a smartcard

• Smartcard used to initiate voting process at voting station 
• Smartcard data communicated to voting service on remote 

secure server
• Correct ballot style and voter digital signature delivered to 

voting laptop
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Verification of Correct Ballot Style
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Ballot Selection, Confirmation, and Casting

• Voter uses touchscreen to make ballot selections
• Confirmation screen activates printing of Voter’s Choice 

Record
• Voter confirms ballot selections
• Voter casts ballot and deposits Voter’s Choice Record in 

secure receptacle
• Voting station prints Counted as Cast receipt that voter 

retains
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Voting Screen Sample
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Confirmation Screen
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Protecting Integrity of Voted Ballot

• Voter’s digital signature applied when ballot cast
• Cast ballot and voter digital signature encrypted with 

Canvassing Board key
• Encrypted ballot transmitted via secure VPN to secure 

server
• Ballots stored with multiple layers of  encryption  
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Only One Ballot Counted per Voter

• Kiosk worker updates VRDB to indicate that voter cast a 
ballot

• Elections office staff hold aside unopened  mail ballots 
returned by kiosk voters

• Canvassing Board reviews list of kiosk voters and 
reconciles with mail ballot information

• Canvassing Board selects electronic ballots to be counted
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Correct Tabulation of Votes

• Election definition ‘imported’ from GEMS to ODBP 
tabulation server 

• Canvassing Board authorizes download of encrypted 
ballots from server to bridge laptop

• Encrypted ballots transferred from bridge laptop to 
standalone mixing server for tabulation

• Canvassing Board enters key to initiate mixing and 
decryption of ballots

• Votes electronically tabulated
• Electronic tabulation verified against manual count of 

Voter’s Choice Records
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System Architecture
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Results

• 94 voters participated, 93 ballots cast
– England: 40
– Germany: 33
– Japan: 21

• 23 ballot styles
• System performance validated by comparing manual 

count of Voter’s Choice Records with electronic tally
• Project evaluation report in progress



21

Some Lessons Learned

• Kiosk system easy for kiosk officials to set up and operate 
with minimal training (< 8 hours)

• Only technology issue was setting up network connection 
in hotels where kiosks were located

• System easy for voters to use; would like to continue 
voting this way; experienced greater sense of participation 
and confidence that ballot would be counted

• Researching question of lower than expected turnout—
perhaps due to short voting period immediately before 
election day?

• But 8 voters traveled from 50 to 100 miles
• Some government coordination issues


